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Abstract

Assume a large collection of binaries, which may consistaththitherto unknown malware and
benign executables, needs to be analyzed in order to deteatnalicious code and extract a signature.
In this case, it would be very useful to quickly identify orthose binaries that are potentially packed
and should be given to an universal unpacker (which is tyigpicamputationally expensive) for extract-
ing the hidden code. Also, it would be useful to know if a natied executable or unpacked code
(e.g, extracted by the unpacker) is likely malicious or fidtis information can be used to prioritize de-
tailed (possibly manual) analysis of the most suspicioesetables. In this work, we propose McBoost
(Malware Collection Booster), a fast statistical malwaetedtion tool that is intended to improve the
scalability of existing malware collection and analysishtieiques. The system consists of a classifier
specialized in detecting whether an executable is packedtpa universal unpacker based on dynamic
binary analysis, and a classifier specialized in distingnig between malicious or benign code. We
developed a proof-of-concept version of McBoost and evatlid on 5,586 malware and 2,258 benign
programs. The results showed that McBoost has a classiiicaticuracy of 83.4% and an Area Under
the ROC curve (AUC) equal to 0.973. The total running time aBdost on these executables shows a
significant time saving (e.g., 86.6%) over most existingysiaapproaches.

1 Introduction

Malicious executables pose a significant threat to the ieter As a consequence of malware infection,
a victim machine may unintentionally expose sensitive imi@tion, participate in remotely coordinated
large scale attacks, become a spam sender, host phishirgifegeletc. Malware analysis techniques help
in understanding the behavior of malicious executablesexti@cting signatures useful for detection and
containment. Unfortunately, modern malware implementsimber of evasion techniques, for example,
code-obfuscation, polymorphism, encryption, gratking[26, 28], which make malware analysis hard
and time-consuming. In particular, several easy-to-us&ipg tools that enforce anti-reverse engineering
techniques are available on the Internet. As a consequéreeumber of packed malicious executables is
growing rapidly. A recent report indicates that 92% of thewaae is packed [5]. Furthermore, there exists
evidence that more than 50% of new malware are simply requaegrsions of already known malware [28].
Universal unpackers have been recently proposed to awtaimatextraction of (potentially malicious)
code hidden in packed executables [23, 11, 16]. Unfortlyateese unpackers add a significant amount of
overhead to the binary analysis task, because they needttarment the binary to be analyzed and follow
its execution in a virtualized or emulated environment. dAklince determining if an executable is packed



or not is undecidable [23], the unpacker may need to execptegzam until a predefined (possibly large)
time-out is reached.

When a large collection of binaries that contains hithem&nown malware and benign executables
needs to be analyzed in order to detect new malicious codednatct a signature, it would be useful to
quickly identify only those binaries that are potentiallsgcged and should be given to an (computation-
ally expensive) unpacker for extracting the hidden codesoAit would be useful to know if a non-packed
executable or unpacked code (e.g., extracted by a univempalcker) is likely malicious or not. This infor-
mation can be used to prioritize detailed (possibly manamadilysis of the most suspicious executables. In
order to solve this problem, we propose McBoost (Malwarddgctibn Booster), a fast statistical malware
detection tool that is intended to improve the scalabilityexisting malware collection and analysis tech-
nigues. Figure 1 presents an overview of McBoost. The systamsists of three moduleg) A classifier
specialized in detecting whether an executable is packedtpB) a universal unpacker based on dynamic
binary analysisC) a classifier specialized in distinguishing between malisior benign code. If an exe-
cutable is deemed packed by modalgt will be given to an external unpacker (modidgfor hidden code
extraction, and then the hidden code will be passed to mdduf@n the other hand, if the executable is
deemed non-packed, the code portion of the executable avditectly given to modul€. Module C will
then output the probability that the executable being testatains malicious code.
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Figure 1: Overview of McBoost Classification System.

An example scenario in which McBoost would be very usefuhis fast analysis of binaries down-
loaded through a P2P (or web)ecutable crawlesearching for previously unknowzgro-day malware
from which to extract a detection signature. In this caseemithe large amount of binaries that may be
downloaded by crawling P2P networks [27] (or the Interneaaghole), it would be infeasible to manu-
ally (or semi-manually) analyze all of them in a short timeere with the help of sophisticated automatic
analysis tools. Therefore, quickly detecting which biaarare the most suspicious, i.e., the most likely to
contain malicious code, helps in reducing the amount of tietgveen the discovery of a new malware and
the extraction of a detection signature. McBoost can beiegph this case to quickly classify and rank the
downloaded executables based on a suspiciousness sco@yrbe probabilityP (malware|e;) of each
executableg; being malware.

Existing malware collection tools usually rely on honeyp{84], spam traps [21], and other passive
techniques. However, these technigues are “slow” becdugseréquire waiting until a new malware starts
propagating on a large scale before collecting a copy of . éxample, by the time a new malware hits
a honeypot it may have already infected a large number of mesh Actively looking for malware in
the Internet has been proposed for example in [32], althaugtis case the search is restricted to a limited
number of suspicious URLSs that are considered to be redgerisi drive-bymalware downloads. Crawling
P2P networks (or the web in general) is an alternative to theertraditional honeypots and spam traps, and
may help in reducing the time it takes to collect a new piecmalivare. This may be true in particular for
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Figure 2: Probability of a packed executable being a malware, assunftpacked|malware) = 0.92,
P(packed|benign) € [0,0.15], andP(benign) = 1 — P(malware) € [0.9, 1].

malware that spread mainly via P2P [27, 10]. As mentioned/@pihis is only feasible if we have a fast
way to filter-out the binaries that are already-known maéwarr are likely non-malicious, so that we can
(manually or semi-manually) analyze only the most suspiiand therefore promising from the point of
view of signature extraction) among the remaining ones.ddfse, filtering already-known malware can be
easily accomplished by using current signature-basedappes. On the other hand, making a decision on
the suspiciousness of an executable that is not detectedybf\asoftware is not so easy. Given the high
number of false negatives (or missed detections) of héegibsed detection of traditional AV-software (up
to 80% according to [25]), and the increasing number of newegracked malware [28], the fact that an
executable is not detected as known-malware by traditivtaoftware does not allow us to decide that it is
not malicious. We will show that McBoost allows us to makehsdecision quickly and with high accuracy.

We would like to emphasize that simply detecting whether »ateatable is packed or not is not suf-
ficient to make a decision on the suspiciousness of the exdgleuitself. Although it has been estimated
that over 92% or the malware are packed [5], Figure 2 showsftihglausible values of the probabil-
ity P(packed|benign) of a benign executable being packed anddheriori probability P(benign) of a
generic executable being benigR(malware|packed), the probability of an executable being malicious
given that we know it is packed, may be very low. For examplegiassume? (packed|malware) = 0.92,
P(packed|benign) = 0.01, andP(benign) = 0.98 (i.e., we assume that 2% of the binaries downloaded by
a P2P or web crawler, for example, are malware), using Bdgesiula we obtainP (malware|packed) ~
0.65. To the best of our knowledge, the real valuesRifpacked|benign) and P(benign) (and even
P(packed|malware) itself) are unknown and may vary based on the approach usexHtecting the ex-
ecutables. Therefore, no reliable estimation of the Fahalware|packed) exists (thus, we cannot just
assume it is high). This is why McBoost provides two clasatfan steps, namely modulés andC in
Figure 1, instead of just relying on the detection of packestatables (in [19] we also show that signature-
based packer detectors suffer from many false negativesreah statistical classifiers have much better
generalization ability).

We developed a proof-of-concept version of McBoost anduateal it on 5,586 distinct known malware
from the Malfease datasett(t p: // mal f ease. oar ci . net) and 2,258 benign extracted from an in-
stallation of Windows XP Home with the addition of common applications (e.g., WinZIP, WinAmp,
AcroRead, etc.) obtaining a classification accuracy of @3ahd an Area Under the ROC curve (AUC)
equal to 0.973. As we will discuss in detail in Section 4.1t& AUC can be interpreted as an estimate
of the probability that the classifier will rank a randomlyosken malware higher than a randomly chosen
benign executable (i.e., the probability that McBoost wiltput a higheP (malware|e) for malware ex-
ecutables than th&(malwarele) estimated for benign executables). Because McBoost indetéto be
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used mainly for prioritizing the (possibly manual) detdil@nalysis of suspicious executables, the AUC is
a better evaluation metrics than accuracy for the perfoomarf McBoost. Given that the maximum value
for the AUC is 1 and McBoost has an estimated AUC equal to Q.8éB classification approach is very
promising. Furthermore, the total time it takes for moduleandC to classify an PE executable is around
1.06 seconds, on average. Since we expect the percentagmeafaymalware to be fairly small compared
to the benign (note that here we assume the known malwareahaazly been filtered out using signature-
based AV-software), and given that most benign executaleson-packed, the majority of the collected
executables will pass directly from modudeto moduleC and be quickly and accurately classified. There-
fore, McBoost provides a fast way to filter out most of the gareéxecutables (because they will be assigned
a low P(malwarele)), thus decreasing the workload of the tools (and humanspteaesponsible for per-
forming further detailed binary analysis. This makes thé&ection and analysis of new malware scalable in
the presence of large sets of mixed (unknown) malware anigenecutables.

The remainder of the paper is organized as follows. We distius most relevant related work in
Section 2 and present the details of our McBoost classificatystem in Section 3. In Section 4 we report
the experimental results, while in Section 5 we discuss ithédtions of our approach, possible evasion
techniques and countermeasures. We then briefly concluleation 6.

2 Related Work

In [23], Royal et al. proposed Polyunpack, an universal ockeabased on a combination of static and
dynamic binary analysis. Given a packed PE (portable eabtiformat) executable, a static view of the
code is constructed first. Then, the executable is run in segied environment (a virtual machine). |If
the executable tries to execute any code that is not presdheistatic view, Polyunpack will detect this
as an attempt to running hidden code and will try to disassenfie hidden code in memory until the
disassembling encounters a failure. At that point Polyokpaill dump the code that was successfully
disassembled and will try to reconstruct the original exaiole (i.e., the executable that underwent the
packing process). Royal et al. also showed that the detexdie of signature-based AV-software measured
on the extracted hidden code using Polyunpack significantyeases, compared to the detection of the
packed version of the same malware [23]. However, the mainaming of Polyunpack is that it is not
able to effectively extract the hidden code of executaliiasuse multiple layers of packing.

Renovo, a different and somewhat more effective tool fovenmsial unpacking using dynamic binary
analysis, was presented by Kang et al. in [11]. Renovo ruaskecutable in an emulated environment
and keeps trace of any memory location on which the appbicatirites during execution. Whenever the
application jumps to a new instruction, Renovo checks ifld@ation in memory of the instruction to be
executed was previously written in any way by the applicaiiself. If this is the case, the executable is
in the middle of (a layer of) packing. At this point Renovo wéset the list of memory writes and restart
keeping trace of the memory locations that are written dueixecution. If the application jumps to another
instruction that was previously written in memory, Renoegagnizes this event as the end of a layer of
packing and the start of the next one [11]. Renovo continteeking layers of packing until a timeout is
reached.

In [16] Martignoni et al. present OmniUnpack, a Windows ledrdriver that monitors the execution
of applications in memory and detects attempts of execudymgamically decrypted code. If such code is
detected, OmniUnpack will scan it using signature-basedvams software. Then, if any malicious code
is found the execution of the application will be stoppetheotvise it will continue until another attempt to
execute decrypted code is detected.

Lyda et al. presented Bintropy [15], a tool for the detectbpacked executables based on byte entropy
analysis. Bintropy divides the PE file into blocks of 256 Isytd then computes the entropy of each block,



the average, and the maximum block entropy. Given a datgeic&ed binaries, the authors use statistical
inference to compute a 99.99% confidence interval on theewvafithe average block entropy and maximum
block entropy [15]. Based on the lower bound of these two demnite intervals, they set two thresholds,
one for the value of the average block entropy, and one fonmthgimum block entropy. During test, if a
PE file is found to have average and maximum entropy aboveeigective thresholds, it will be classified
aspacked Our work is different in that we do not limit the analysis t®etPE file entropy. In [19] we
introduce and motivate the use of additional features thht im distinguishing betweepackedand non-
packedexecutables, and in this paper we implement a multiple iflassystem that combines the approach
in [19] with n-gram analysis to detect packed executables more acguastglreliably. Furthermore, in this
paper we do not limit our analysis to deciding if an execwablpacked or not, but we go further and we
classify the hidden code (if any) extracted from packed etedites giving in output the probability that the
executable under analysis contains malicious code.

In [24] Shultz et al. present data mining techniques for ctetg new malicious executables. They
extract several features from the executables, for exathpldist of DLLs used by the binary, the list of
DLL function calls, and the number of different system calied within each DLL. Also they analyze byte
sequences extracted from thexdumpof an executable (i.e., its hexadecimal representatiof). [Zhree
different classification algorithms are used, namely RIRR&rule learner), Naive Bayes, and a classifier
ensemble called Multi-Naive Bayes. Our work is differeminfr[24] because we adopt a different approach.
We first distinguish betweepackedand non-packedexecutables. If an executable is deemed packed, we
extract and classify the hidden code imalwareor benign On the other hand, if the executable is deemed
non-packedve classify the non-packed code extracted from the exeleugalol detect whether it is malicious
or not. Also, we measure a different set of features extdaitten PE executables, compared to [24].

To the best of our knowledge, the work closest to ours is [K]lter et al. [12] usen-gram (i.e., se-
guences of, bytes) analysis on entire PE files to distinguish betweerwara and benign executables.
However, they do not distinguish between packed and nokeglaexecutables. They collect 1,651 malware
samples and 1,971 benign samples [12]. They take theiretadhsnalware as it is without considering
whether the executables they collected are packed or ndtstzow that their best classifier (Boosted J48)
achieves an AUE& 0.996. Because most of today’s malware are packed [5, 28], natgakiis into account
during the training and test of the classifier may produce-opéimistic results. We speculate that in the
presence of a training dataset containing mainly packeavaraland non-packed benign, the approach of
Kolter et al. may actually be biased in distinguishing betweacked and non-packed executables, instead
of malware vs. benign executables. Although we tusgram analysis in our McBoost, our approach is
significantly different from [12]. We first recognize that si®mf the malware are packed, and that only
distinguishing between packed and non-packed executatdgsiot be enough to actually detect malicious
executables. Therefore, we first classify executablespatiked and non-packed, and for the packed exe-
cutables we try to extract the hidden code using an univergadcker similar in principle to Renovo [11].
We then classify the extracted hidden code (or the non-ghckede, if an executable is found to be non-
packed) into eithemaliciousor benign

Wang et al. proposed-gram analysis for payload-based network anomaly detectind implemented
their ideas in PAYL [30] and ANAGRAM [31]. PAYL measures theequency distribution of.-grams
extracted from the payload of normal packets to create a hodaermal traffic. During test, each packet is
inspected and the distribution atgrams in the payload is compared to the model of normal ¢ralffithe
distribution ofn-grams deviates from the model of normal traffic beyond agifiedd threshold, the packet
will be flagged as anomalous [30]. ANAGRAM uses a differenprapch. It stores the distinet-grams
extracted from normal packets in a Bloom filtgr, and then-grams extracted from known attacks in a
second Bloom filteb,. During the test phase, for each packet all the distingtams are extracted from the
payload and compared with the filtérsandb,. Payloads that contain too manygrams that are not present
in by or that are present i, are classified as anomalous. Li et al. proposed tdilegeints[14] to determine
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Figure 3: McBoost’s decision process. Figure 4: Universal unpacker based on the QEMU emulator.
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the type of a file (e.g., PDF, EXE, ZIP, etc.) using statistmassification techniques based armgram
analysis, and in [29] Wang at al. experimented on using fikpfor the detection of malicious code hidden
in normal documents or applications. Our work is differeatduse we do not focus on the classification
of anomalous network traffic, or on the detection of malwarndedded in normal documents. We use
gram analysis and combine it to text classification techescand other heuristics-based approaches for the
detection of malicious PE executables.

3 McBoost

McBoost consists of three modules (see Fig. A):a classifier that detects if an executable is packed or
not; B) a dynamic universal unpacker; a@g, a binary code classifier that detects whether the exdelgab
(non-packed or unpacked) code is malicious. ModélemndC are further subdivided in sub-modules. As
depicted in Fig. 3, given an executablagf moduleA decides that is packed it will be sent to the unpacker,
otherwisee’s code section will be sent t€@ (in particular toC1). Assuminge is deemed packed b,

the unpacker has the responsibility of extracting the hidoele frome and passing it t&. There are two
possibilities. If the unpacker was able to extract the hiddede, the hidden code will be passedXdin
particular toC2), which is the module specialized in detecting if the hiddede is malicious or not. On the
other hand, if the unpacker was not able to extract any hiddele (perhaps becausemplements strong
anti-emulation techniques,s code section will be added to a list of (likely) “heavilyapked executables
which need to be manually inspected (and thus will not bén&uranalyzed by McBoost). The executables
are stored into this list along with additional information what caused the unpacker to fail (e.g., time-out,
application crash, malformed PE header, etc.). For theuwtables that are sent to modue(either toC1

or C2) McBoost will output an estimate of the probabiliy(malware|e) of e being malicious.

3.1 Detecting Packed Executables

Module A performs detection of packed executables using a Multipgessifier System (MCS) [13] that
combines three classifiers (see Fig. 1). The first classifieased on a number of heuristics on the structure
of the PE file Al). The second classifier is basedogram analysis of the code portion of the executable
(A2), while the third classifier is based onngram analysis of the entire binarA3). The approach we
use for moduleAl is borrowed from [19], where we show that our heuristics-based classifier has much

1[19] has been submitted by the authors to the Pattern Reémgrietters Journal Ht t p: / / www. el sevi er . coml
| ocat e/ pr) in October 2007, and is currently under review. We'd likeetmphasize that the study presented in [19] was
focused only on the classification of packed vs. unpackedutables and was restricted to the heuristics-based fidaissi
(module Al). In this work we propose to use the heuristics-based €lassin combination with two other classifiers based
on n-gram analysis and text classification techniques for ngpkive detection of packed executables more accurate and ro-



higher accuracy than signature-based approaches like PEIDp: / / www. pei d. i nf 0), for example.
Here we combine modulal to A2 andA3 in order to make the classification of packed executables eve
more accurate and robust against evasion (we discuss |gossésion techniques and countermeasures in
Section 5).

3.1.1 Heuristics-based Classifier

ModuleAl is a Multi-Layer Perceptron (MLP) classifier trained in artledistinguish between packed and
non-packed PE executables. The choice of the Multi-Layecdpéron is justified by the very good results
we obtained in a previous study [19], where we show that ourisiic-based MLP classifier has a much bet-
ter accuracy and generalization ability (i.e., less falsgatives) for detecting packed executables compared
to PEID. Furthermore, MLP classifiers usually produce wallbrated posterior class probabilities [17],
which may be useful when combining multiple classifiers Seetion 3.1.3). The details of how the clas-
sifier is trained are reported in Section 4. Here we descrilve & PE file is translated into a pattern vector
suitable as input for a statistical classifier. We measure faatures that were derived from some heuristics
for detecting packed executables based on our experief@ety each PE executable is represented as a
vectorz € R? [19]:

Number of Standard and Non-Standard Sections. The PE file of non-packed applications usually con-
tains a well defined set of standard sections. For exampf@icapons compiled using Microsoft Visual
C++ usually contain at least one code section namteelxt , and two data sections namedat a, and

. rsrc [20]2. On the other hand, packed executables often do not follamdsird section names. For ex-
ample, the UPX executable packing tobk ¢ p: / / upx. sour cef or ge. net ) usually creates PE files
that contain two sections nametlPX0 and. UPX1, respectively, and a section namedsr ¢. A number

of other executable packing tools usually generate PE fil@sdontain code and data sections having non-
standard names. Therefore, counting how many standard@andtandard section names are present in a
PE file may indicate weather the executable is packed or wtitéthat the number of standard section and
the number of non-standard sections are two distinct fegjur

Number of Executable Sections. When analyzing the output of executable packing tools, wieed that
the PE file of some packed executables do not carry any exdelgaction. This is obviously anomalous,
because if the operating system does not allow the execotimistructions in data sections the application
will crash, for example, in Windows XP Service Pack 2 [1]. Hmer, packed executables that do not
contain any executable sections may still run correctlylieoversions of Windows. On the other hand,
the. t ext section (i.e., the standard code section) of non-packecligxdgles is always correctly marked as
executablg Therefore counting the number of executable sectionssiPth file may help in distinguishing
between packed and non-packed executables.

Number of Readable/Writable/Executable Sections. By definition, packed executables need to unpack
the hidden code and copy it in memory so that it can be executlderefore, the PE file of a packed
executable needs to include at least one section that isaRledd/ritable/Executable at the same time. On

bust (see Section 3.1.3). Furthermore, our McBoost claasifin system is not limited to the detection of packed vsn-no
packed executables, but is intended for fast classificatioh ranking of malware vs. benign executables. We beliege th
overlap between this paper and [19] is therefore very lichitéA confidential copy of [19] is available for the reviewers a
http://roberto. perdi sci.googl epages. com prl - submni ssi on.

2The standard section names reported in [20] are relateddmibft compilers. We also consider as standard the seuimes
generated by Borland compilers.

3This is true unless a “non standard” compiler is used to geaghe PE file.



the other hand, the executable sections in the PE file of mokeul applications do not need to be writable,
and the Writable section flag usually is not set. Therefooeinting the number of sections which are
writable and executable at the same time adds a piece ofrmade the conclusion whether the executable
is packed or not.

Number of Entries in the IAT. The Import Address Table (IAT) of an application containe #udress
of the external functions called by the application. Thesderaal functions are typically imported from
Dynamically Linked Libraries (DLL). Most non-packed exéables import many external functions. For
example, they usually import many functions from the natMi@dows API, which are used to read/write
files, open new windows on the screen, manage a network ciimmeand so on. Therefore, the IAT will
usually contain many entries, one per each imported fumctin the other hand, packed executables often
import very few external functions. The main reason is that anpacking routine does not need many
external functions. The basic operations the unpackintjmreyerforms are reading and writing memory
locations in order to decrypt the code of the packed apjdicain the fly. For example, no window on the
screen or network operation is usually needed. This is teflda a small number of entries in the 1AT of
a packed executable (the original (packed) applicatiohlikdly need to perform operations on the screen
and network. Therefore, unpacking routines often oveentie IAT in memory on the fly to add the missing
IAT entries).

Code and Data Entropy. The hidden code of a packed application is usually storeghoron of the code

or data sections of the packed PE file (we identify a sectiom@sle section if the Executable section flag
is set, otherwise we consider the section to be a data sgctamce the hidden code is usually encrypted,
it will look “random”. On the other hand, non encrypted codetns contain well-structured information,
namely the opcode of executable instructions and the melocagion of the operands. Non-encrypted data
sections also contain somehow structured informationlo®woig this observation, we measure the byte
entropy of the code and data sections of the PE file. If theopptof a section is close to 8, which is the
maximum byte entropy, the section likely contains encryede.

PE Header and Overall File Entropy. The code and data sections are not the only places where the
executable packing tool may hide the code of the originaliegjion. There are parts of the PE header
dedicated to optional fields that are not necessary for thecoloading of the program into memory by
the operating system. Some packing tools may thereforedrideypted code in those unused portions of
the PE header. For this reason we measure the byte entrobg BfH header as well. Considering that the
PE file is quite complex and contains other such unused s|ficesxample, portions of the header of each
section), the encrypted code may be hidden in several atbatibns [15]. Therefore, we also measure the
entropy of the PE file as a whole to take into account thesescase

3.1.2 n-gram-based Classifiers

ModulesA2 andA3 performn-gram analysis of the code section and of the entire PE fépeively. For
both the classifiers we use a text categorization approadlasito [12]. Each PE executable can be seen as
a binary strings. For moduleA2, s represents only the code section, wherea®\it represents the entire
file. Given a training dataset of packed and non-packed ¢xblas, we create a dataset of binary strings
SP) = {sgp)}izl_k derived from the packed executables, and a datgidét = {sl(.N)}izl__l derived from
the non-packed executables, and we Sa#t S U SW),

An n-gram is defined as an-bytes-long substring of a binary string We extract all the possible
n-grams from each string € S, and then we select th&/ most informativen-grams, i.e., the most dis-



criminative (or “powerful”) features that allow us to segi@ instances of the positive and negative class,
according to an information gain metric [33]. Specificathe information gain of am-gramg is

IG(g)=— ) P(c)logP(c)+ Y Plclg)logP(clg)+ D Plclg)logP(clg) (1)
ce{P N} ce{P N} ce{P N}

where c represents either the class of packed executaBles the class of non-packed executahl€s
P(c|g) is the probability of a string (i.e., an executable) being of clasgiven thatg is present ins, and
P(c|g) is the probability of a string being of class: given thatg is not present irs.

Once theM most informativen-grams have been selected, each executabln be translated into a
binary vectorf(e) = = € {0,1}™, where thei-th elementz; tells us whether the string that represents
the executable (either its code or the entire file) contdieg-th most informativen-gram ; = 1) or not
(z; = 0). Using this approach$ can be translated into a labeled dataset of pattern vettat€an in turn
be used to train a statistical classifier.

We use a Bagged-Decision-Tree (BDT) classifier [4] for bdthandA3. Bagged-Decision-Trees usu-
ally perform very well and have the characteristic of pradgaalibrated posterior class probabilities [17],
which may be useful when combining multiple classifiers (Seetion 3.1.3). The details regarding the
algorithm and parameters we used for training the classiéier reported in Section 4.

The utility of n-gram analysis for the code section (modd®) is intuitive. The average length of
the instructions of Windows executables for x86 processoletween 2 and 3 bytes (we measured it on
the code section of thousands of benign executables). @lgpas> 3, the presence or absence of an
informativen-gram is related to the presence or absence of a certaingtistr in the code, or a sequence
of instructions, given that am-gram may capture the end of an instruction and the beginufitige next, for
example. Therefore, each element of a pattern vefter = = € {0, 1} given to the classifier is related
to the presence or absence of an instruction or sequencstafdtions in the code of an executableSince
the code section of a packed executable usually containsyhecking/decryption routine and (possibly) the
hidden (encrypted) code, its distributionefgrams will likely be different from the distribution ef-grams
of a non-packed executable. Mod#i@ is designed to detect this difference in the distributiom-@rams.

The utility of n-gram analysis for the entire file (modwa) is also intuitive. If the hidden (encrypted)
code is stored in a data section, hidden in unused fields ohthe and section headers, or somewhere else
in the file, moduleA2 may not detect the fact that the executable is packed. nFpgam analysis on the
entire file adds a piece of evidence for making a final decjsiod is based on the fact that the presence of
encrypted code in the file will cause a perturbation of theal/énormal” distribution ofn-grams (i.e., the
distribution ofrn-grams of non-packed executables). Therefore, mo#iBlgies to capture this perturbation.

3.1.3 Combining Multiple Classifiers

For each input executabde the output of each of the moduléd, A2 andA3 is a posterior class probability
P4, (Ple), i.e., the probability that is a packed executable as estimated by modulewith i=1, 2, 3.
Module A is a Multiple Classifier System (MCS) [13] that comé$ the output oAl, A2, andA3, and
produces an overall posterior class probabilty(P|e) of e being packed.

Multiple Classifier Systems usually perform better than ghmgyle classifier in the ensemble. This is
particularly true when the classifiers atiwerse in the sense that they make different (ideally independent
mistakes on different input vectors (i.e., different reqergtations of PE executables, in our case) [13]. Di-
versity may be induced in a number of ways [7]. In our appilizatve introduced diversity amoriyl, A2,
andA3 by training them on diverse representations of the sameeladd packed and non-packed executa-
bles. Also, we used different classification algorithms [fMuayer Perceptron foAl and Bagged-Decision
Trees forA2 andA3). Another important characteristic of MCS is that the otitpiuthe single classifiers
should be comparable [7]. We chose Multi-Layer PerceptrahBagged-Decision-Tree as base classifiers

9



because they both output well-calibrated posterior claskabilities [17]. Also, MCS are more robust and
have been shown to be useful in making evasion by mimicrglkdtharder [18] (we discuss possible evasion
techniques against McBoost and countermeasures in Sé&gtion

We use a simple but effective combination rule to combineotiput ofAl, A2, andA3, namely the
average of probabilities

1
Pa(Ple) = 5 i;g Pa,(Ple) ()

and we set a decision threshdlgo that if P4(Ple) > 0 the executable is classified apacked(and sent
to the unpacker), otherwiseis classified asnon-packedand sent directly to modul€). # can be tuned in
order to find the desired trade-off between the false peséid false negative rates for modéle

3.2 Extracting Hidden Code

In this section we describe how our universal unpacker (deoB) works. Our unpacker is based on a
dynamic binary analysis approach, and is basically an imefgation of Renovo [11], which we adapted
in order to make it work in McBoost (because Renovo is notiplybhvailable, we implemented our own
version according to the description reported in [11]).

We built the unpacker on top of the QEMU emulator [2] (see Big.In essence, we slightly modified
QEMU to introduce a plug-in functionality. Then, we implented our unpacker as a plug-in of QEMU.
An external monitorM (i.e., external to QEMU) receives call-backs from the errmujaand is then able to
follow the execution of a proced3 and trace its memory operation&! uses a shadow memory (basically
a Setdata structure) in order to keep trace of every memory addveiten by P. Every time an instruction
1 is executed on behalf @?, M will intercept it and query the shadow memory to check wheitheontains
the address of. If so, this means that the instructiérwas previously dynamically generated bByitself,
and will be marked by\/ ashiddencode. i will then be considered as the first instruction ofager of
unpacking [11]. At this pointM will reset the shadow memory and start traciliig memory operations,
again. Whenevei/ detects thaf is trying to execute a new dynamically generated instractiothis will
mark the end of a layer of unpacking and the start of a new dnevill then dump the binary code of the
first layer to disk and will keep tracing the execution of tlextayer [11].

We adopt two different strategies to dump thddenbinary code in each layer of unpacking:

e bpage. This strategy dumps all the memory pages where the ingingcbelonging to a hidden layer
reside. For example, assume instructipielongs to an unpacking layéand is located in page,,
and another instructiofy also belongs to the same layebut is located in pagg,. In this case both
thep; andp, (the entire pages) will be dumped By and marked as related to the layer

e bbexec. This strategy dumps only the instructions of a layer of whpeay that were actually executed
by P. In order to do this, the monitab/ keeps trace of the instructions in the QEMU translation
blocks [2] (or basic blocks) that were actually executed iy émulator (our unpacker is different
from Renovo [11] in this case. To the best of our knowledgedveronly implements an approach
very similar to thebpagedumps described above).

The bbexecdumps may be useful in those cases when a binary is packeg esatutable packing tools
that perform encryption/decryption operations at thelsimggstruction level. On the other hand, thpage
dumps may be useful to extract the hidden code of binarigsatbee packed by executable packing tools
that perform encryption/decryption at the memory pagelleve

Since determining whether an executable is packed or notieaidable [23], there is no reliable way to
say if and when a proced3 has completed the unpacking process. Therefore, we useiatieeapproach
to decide when to terminate the executionfbf We set two timers, namely @er layertimer and aglobal
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timer. The former is reset whenever a new layer is detectedraas the latter starts at the beginning of the
execution ofP. If the per layertimer reaches aer layertime-outT; before a new layer is detectedif

will terminate P and dump the last layer of unpacking. On the other hand, ipdrdayertime-out is never
reached M will keep executingP until theglobal timer reaches global time-outT;,. Apart from reaching

a time-out, there are other reasons wiymay terminate the proce$d For example, our unpacker is able
to intercept calls to th&dt Rai seHar dEr r or native APl and therefore report an application crash. Also,
the unpacker is able to detect “normal” process exits antsysrrors (e.g., if we try to run a non-win32
application, or an executable with a corrupted PE header).

3.3 Detecting Malicious Code

Similarly to moduleA2, the classifiers in modul€ are based on the-gram analysis of the code portion of
executables. The difference is in the fact that modiflds specialized in detecting packed vs. non-packed
code, whereas modul€sl and C2 are responsible for distinguishing between malware vs.igbenon-
packed or hidden (extracted by the unpacker) code, respbctiHere again, the intuition behind the use
of n-gram analysis is that the presence or absence of an infloemagram (see Section 3.1.2) is related
to the presence or absence of a certain instruction or segqudrinstructions in the code of an executable
e. We speculate that the code section of malicious exec@waloletain certain instructions, or sequences of
instructions, more than others. These prevalent instmstare used to carry out malicious activities and
may not be present with the same frequency or sequence igrbeode. Therefore, modul€xl andC2 try

to capture this difference in the distributionefgrams between malicious and benign code.

In order to train moduleC1 we collect a dataset of non-packed malware and non-packgdrbexe-
cutables (the details of how we construct the dataset amtezbin Section 4.1.1), and extract their code
sections. We then select tli¢ most informativen-grams in the code of executables from the two classes,
as explained in Section 3.1.2, and we use theggams to translate each executable into a pattern vector
representation that can be used to train a statisticalifitasg\s for modulesAl andA2, we use Bagged-
Decision-Trees (BDT) as classifier. During test, for eachlyaed executable the output of moduleC1
(i.e., of the BDT classifier) is an estimate of the probapiit(malware|e) thate’s (non-packed) code is
malicious.

We use the same approach to train modLie The only difference is that the training dataset is made
of a collection of hidden-code extracted (using our unpgckem packed malware and packed benign
executables. Like fo€1, the output ofC2 is an estimate of the probabilit} (malwarele) thate’s hidden
code is malicious. The use of either mod@#& or moduleC2 for each executable under test depends on
the results of moduled andB (i.e., of the packer detector and the unpacker), as explabeve (at the
beginning of Section 3) and shown in Fig. 1.

4 Experiments

In this section we discuss in detail how we performed theuatadn of McBoost and its components, and
we present the obtained experimental results.

4.1 Experimental Setup

4.1.1 Preparation of the Datasets

To evaluate the effectiveness of McBoost, we collectedragtteousands of Windows benign and malicious
PE executables. Overall we collected 5,586 distinct knovathware binaries and 2,258 benign, which we
divided in the following labeled datasets:
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Malware-Dataset (MDset). We collected a set of 5,586 malware executables from theddsdf dataset
(http:// mal fease. oarci.org)in July 2007. We used three Anti-virus (AV) software protic
namely clamAV \ww. cl amav. net ), F-Prot (ww. f - prot . com),and AVG f r ee. gri soft. con),
to verify that the binaries collected from the Malfease datavere actually all know malware.

Packed-Malware-Dataset (PMDset). We used PEIDH{t t p: / / www. pei d. i nf 0)and the packer-detection
capabilities of F-Prot to select packed malware binariesnfiMalware-Dataset, and we obtained 2,078
packed binaries. PEID detected 2,039 binaries packed asmgnd 70 distinct packers, whereas F-Prot
detected 328 binaries packed using 20 distinct packersiwtesets slightly overlap. For around one third

of the malware detected as packed by F-Prot, the use of deultipers of packing was reported (to the best
of our knowledge, PEID is not capable of detecting multielagacking).

Non-Packed-Malware-Dataset (NPMDset). We filtered out the binaries in Packed-Malware-Dataset from
the Malware-Dataset, thus keeping 3,508 binaries. On ¢hig/s ran Polyunpack [23] and our dynamic un-
packer and found 174 executables for which neither Polyckpar our unpacker were able to extract any
hidden code, and that did not cause any error (e.g., appiicatash). On these 174 executables we also ran
Renovd [11] in order to further filter any possibly packed execugatissed (i.e., no hidden code was de-
tected) by Polyunpack and our unpacker. We filtered-out tharies for which Renovo was able to extract
any hidden code and we obtained 146 likely non-packed mal{edthough this dataset may still contain few
packed executables, we believe the use of multiple statkesért techniques allowed us to reduce possible
noise to a minimum).

Other-Malware-Dataset (OMDset). This dataset consists of the 3,362 malware in MDset that do no
belong to neither PMDset nor NPMDset. Although many of thiscaitables are likely packed (because at
least one of the three universal unpackers we used was attéréat some kind of hidden code from them),
they were not detected by the signature-based packer deteice., PEID and F-Prot. Therefore, we chose
not to include them in the PMDset because we did not wantkdei$poison” the PMDset with the possible
false positives caused by dynamic unpackers (i.e., eitblstuRpack, our unpacker, or Renovo).

Benign-Dataset (BDset). We collected 2,258 benign executables extracted from dalliazison of Win-
dows XP Home with the addition of common user applicationg.(&VinZIP, WinAmp, AcroRead, etc.).
We double checked these binaries using clamAV, F-Prot, af@ # verify that the collected binaries were
actually benign applications. We also submitted the basafor which we had any doubts to VirusTotal
(www. vi r ust ot al . con)to check them against a diverse set of AV-software.

Packed-Benign-Dataset (PBDset). We ran PEID on Benign-Dataset and we found 27 packed binaries
(i.e., around 1.2% of the benign), most of which were packét WPX. Also, we selected 45 benign
executables from the start menu of a clean Windows XP iagiai and we packed each one of them
with 17 different popular packers (including UPXx. sour cef or ge. net ), ASpack (ww. aspack.

com, Themida yww. or eans. coni t hem da. php), Obsidium (wwv. obsi di um de), etc.) That is,

for each of these executables, we created 17 packed exksutdfor each packer we enabled all of the
available anti-debugging and anti-reverse engineeriognigues. We verified that some packers failed
to correctly pack several binaries, causing them to fail wheecuted. Therefore, we pruned the dataset
keeping 195 binaries that still worked correctly after pagk Overall, we obtained 222 (195 plus 27)
packed benign executables.

“We were able to do this thanks to the kind collaboration ofatighors of Renovo.
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Non-Packed-Benign-Dataset (NPBDset). This dataset was obtained by removing the 27 packed benign
we found in Benign-Dataset, thus keeping 2,231 non-packeaigh.

4.1.2 Parameter Setting

In this section we discuss how we set the parameters of eadhlenof McBoost. For constructing the clas-
sifiers we use WEKAI{t t p: / / www. cs. wai kat 0. ac. nz/ m / weka), a collection of open-source
data mining software written in Java. For modélé (see Section 3) we use a Multi-Layer Perceptron
(MLP) classifier. Our MLP has three layers, namely an inpyeidaa hidden layer and an output layer. The
input layer has 9 nodes (i.e., the number of features), valseiee output layer has one node (because we
are dealing with a two-class problem). We set the number mfgpérons in the hidden layer to 7. Modules
A2, A3, C1, andC2 (see Section 3) are all built using Bagged-J48 (J48 is aneémehtation of the well-
known C4.5 decision-tree classifier). For each module, gmggBd-J48 is constructed by combining 10 base
decision-tree (J48) classifiers. Tper layerandglobal time-out for our unpacker (modulg) were set to

T; = 4 minutes and, = 20 minutes, respectively (see Section 3.2).

4.1.3 Validation Metrics

We validate our classification system using the accuracgeiimg Operating Characteristic (ROC) curve
analysis, and the Area Under the ROC (AUC). We now describe these metrics are computed, and
explain their meanings.

Accuracy. The accuracy of a classifier is the fraction of correctly siféed instances. Given a labeled
test datase¥ = (e;,l;),_, ., Wheree; are the instances to be classified (i.e., PE executables icase)
andl; € {p,n} are their true labelsp( stands for positive, whereasstands for negative), the accuracy is
computed as

Accuracy =1 — % Z L(l;, f(e)) (3)

i=1..N

where f(e;) € {p,n}, andL(l;, f(e;)) is the 0/1 loss function (i.el, = 0 iff [; = f(e;), andL = 1
otherwise).

In our case, all the classifiers in McBoost, and the overatbatiof McBoost itself, can be interpreted
as a posterior class probabilify(! = p|e) (see Section 3), whene is thepositiveclass label (e.gpacked
or malward. In order to translate this output into a label and compluesiccuracy, we set a threshéldnd
say thate is of classp if P(l = p|e) > 6, otherwise we say thatis of classn.

Although accuracy is one of the most common metrics usedatueate the performance of a classifier,
it suffers from two major problems: it depends on the valuthefthreshold and on thea priori class prob-
abilities, i.e., the proportion of positive and negativetances in the test dataset [3]. For example, assume
T contains 99% of negative instances and 1% of positive ins&ri.e., the priori class probabilities are
P(n) = 0.99 and P(p) = 0.01, respectively. If the classifier always outpuytg) = n, regardless of the
input e, the accuracy will be 99%, although the classifier is unablddtect any instance of the positive
class.

ROC analysis. By varying the decision thresholtion the probabilityP(I = p|e) that an instance (an
executable in our case) belongs to the positive ctags.g., packedin case of the output of modulg,

or malwarein case of moduleC), we can vary the trade-off between the false positive e @nd the
detection rate (DR) of a classifier. The false positive rafgesents the fraction of negative instances (e.g.,
non-packedor benign classified as positive (e.gpackedor malwarg. On the other hand, the detection
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Classifier Accuracy | False Positive Rate| Detection Rate | AUC

A1l (heuristics) 0.973 0.012 0.958 0.995
A2 (n-gram on code) | 0.976 0.034 0.987 0.981
A3 (n-gram on file) 0.993 0.004 0.990 0.993
A (multiple classifiers)| 0.994 0.008 0.996 0.997

Table 1: Validation of moduleA for packedvs. non-packedlassification (threshold = 0.5).

rate represents the fraction of positive instances cdyretdssified as positive. The Receiver Operating
Characteristic (ROC) curve shows how the FP/DR trade-ofesavhile varying the detection threshold.

AUC. The AUC is the area under the ROC curve. Intuitively, the bighe AUC the better, given that we
can find (in general) a better trade-off between false pesitand detection rate.

The AUC can be computed as follows. [Bt= (e;,1;),_, , be atest dataset, whetgare the instances
to be classified (i.e., a PE executable in our case) aak their true labels. Suppose again that the labels
can assume only two valuése {p,n}, wherep stands for positive and stands for negative, and Igt®)
be the subset df consisting of all the instances of the positive class, &t be the subset df consisting
of all the instances of the negative class. Assume also fiiah @n instance; the classifier outputs the
posterior probability for the positive clag¥l; = ple;). In this case, the Area Under the ROC Curve (AUC)
can be estimated using the Wilcoxon-Mann-Whitney stat{&l

Zj:l..m Zk:l..n I(‘TJ > yk)

m-n

AUC = (4)

wherez; = P(l; = ple;),Ve; € T®), yp = P(l}, = plex), Ver, € T™, and () is the indicator function
wherebyl(z > y) =1 <= x >y, otherwisel (x > y) = 0.

The AUC ranges from 0 to 1 and can be interpreted as an estufidue probability that the classifier will
rank a randomly chosen instance of the positive dlas$; = p) higher than a randomly chosen instance of
the negative clasg;,l; = n) [6]. Also, the AUC has several advantages compared to theracy [3] for
evaluating the performance of a classifier. In particutas,independent from the priori class probabilities
(i.e., the proportion of positive and negative instanceshi test dataset), and is independent from the
decision threshold [3].

4.2 Validation of Single Modules

Module A. In order to test modulé\, and its sub-modulesl1, A2, andA3, we constructed a labeled
dataset of packed and non-packed executables. By mergirdpthset of packed malware PMDset and the
dataset of packed benign PBDset we obtained the datasetk#gaxecutables. The dataset of non-packed
executables was constructed by merging the dataset of akeg benign NPBDset and the dataset of non-
packed malware NPMDset. Overall, we obtained a datasethwdoasisted of 2,300 packed executables
and 2,377 non-packed executables. We then randomly siglitiéttaset into two portions, a portion made of
80% of the data used for training the classifiers, and a poriiade of the remaining 20% of the data for
testing. The classification results are reported in Tabl&He accuracy, false positives and detection rate
were computed setting the detection threslfoid 0.5 (in the following we will always assumg = 0.5 for
moduleA, unless otherwise specified). The average time neededdaldlsification of an executable was
1.025 seconds.

Module B. In order to validate the performance of module B, we testedith the executables in the
PMDset (2,078 packed malware) and PBDset (222 packed Ben{@ar unpacker was able to correctly
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Classifier Accuracy | False Positive Rate| Detection Rate | AUC

C1 (non-packed code) | 0.963 0.026 0.750 0.927
C2 bpage(hidden code) | 0.878 0.111 0.877 0.932
C2 bbexedhidden code)| 0.865 0.139 0.865 0.909

Table 2: Validation of moduleC1 andC2 for malwarevs. benigncode classification (threshold = 0.5).

Classifier | Accuracy | False Positive Rate| Detection Rate | AUC
McBoost | 0.834 0.025 0.810 0.973

Table 3: Validation of McBoost (threshold = 0.5).

extract hidden code from 169 packed benign (76.1%) and fr@#3lpacked malware (93.5%). Among the
188 packed executables that module B was not able to unpacld, Benign and 24 malware) caused an
“application crash” error, whereas 29 (all malware) causé&aon-win32 application” error (likely because
of a corrupted PE header).

We also measured the time needed for the unpacker to analyeeautable. We found that the average
time for analyzing a malware executable was 4.7 minutes regscthe average time for the analysis of a
benign executable was 5.6 minutes.

Modules C1 and C2. In order to evaluate modul€l we constructed a labeled dataset of code sections
extracted from non-packed benign (NPBDset) and non-paciadare (NPMDset). In total, we had 2,377
non-packed executables. The PE analysis tool we used tacexitie content of the code section failed in
certain cases, either because the PE header was found toriyeted, or because the PE file did not contain
any section marked as executable. After filtering out thesm€ we obtained a labeled dataset of 2,357
code sections, 2,229 extracted from non-packed benign 28axiracted from non-packed malware. We
randomly split this dataset in two parts while maintainihg proportions between the two classes (malware
and benign). We used 80% of the dataset for training theiizsand 20% for testing. The results are
reported in Table 2 for a detection threshold equal to 0.5.

We evaluated the classification accuracyC@fin a way similar toC1. We ran our dynamic unpacker on
the entire dataset of malware (MDset) and on the datasetabedabenign (PBDset). We first considered
bpagedumps of the last layer of unpacking (see Section 3.2). Waindd 3,85@pagedumps from malware
samples and 16Bpagedumps from the packed benign. Given this dataset of labatedwareor benigr
bpagedumps, we randomly split (maintaining the proportion betwé¢he two classes) in two parts. We
used 80% of the dataset for training purposes and the remga®@i% for testing. The results are reported in
Table 2, second row. The third row in Table 2 reports the tesfla similar experiment using thdexec
dumps of the last layer of unpacking (see Section 3.2), alsté thebpagedumps. It is easy to see that
usingbpagedumps provides better results, therefore in the followiregomly consider the results obtained
usingbpagedumps.

The average time needed for the classification of an exdeutglmoduleC was 0.032 seconds.

4.3 Validation of McBoost

In order to validate the ability of our McBoost system to eatly detect and rank previously unknown
malicious executables, we randomly chose 80% of the patiarthe labeled datasets PMDset, NPMDset,
PBDset, and NPBDset for training the single classifiers insystem (i.e.Al, A2, A3, C1, andC2). We
then used the remaining 20% of these datasets plus the @hifset for testing. Overall, the test dataset
contained 3,830 malware and 503 benign executables. Mddulassified 2,471 of these executables as
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Figure 5: Receiver Operating Characteristic (ROC) curve for McBoost

packed, and they were sent to the unpacker for extractingitloen code. The remaining 1,862 executables
were classified as non-packed. The unpacker was able tacettimhidden code from 1,441 out of 2,471
packed executables (58.3%).

Therefore, 1,862 executables were sent to mo@ilel1,441 were sent t€2 (i.e., 3,303 executables
were sent to modul€, in total), and 1,030 where stored in the list of (likely) &wdy” packed executables
that need manual inspection. Among these 1,030 executebleere packed benign and the remaining
1,022 where malware. We found that 613 out of these 1,022 amaleaused an application crash during the
unpacking process, whereas 60 of them generated a “norwaip@ication” error message (likely because
of a corrupted PE header).

The results of the classification of the 3,303 executablas tsemodulesC (either toC1 or C2) are
reported in Table 3 (we set the detection threshold equalsp Gigure 5 shows the ROC curve, whereas
Table 4 reports the values of false positives, detectiomaatl detection threshold for significant points on
the ROC curve. As we can see, McBoost has an estimated ag@mfr@8.4% (for a threshold equal to 0.5),
and an Area Under the ROC curve (AUC) equal to 0.973. It iswaisdh noting that if we set the detection
threshold to 0.912, McBoost is still able to correctly dét@% of the malware with no false positives, i.e.,
no benign executable will be considered for further (pdgsitanual) analysis. On the other hand, if we are
willing to accept some false positives, i.e., if we can afftw perform a detailed, manual analysis of more
executables, but we do not want many false negatives beeaisee not willing to miss many unknown
malware, we can set the threshold to 0.01 and obtain 99.1&6tit rate with 26.1% of false positives.

We would like to emphasize that the most important resulhésvialue of the AUC (which is equal to
0.973 in our experiments), because the AUC can be interpretethe probability of ranking a malware
executable higher than a benign executable, as explaingddtion 4.1.3. Since our system is intended for
prioritizing (according to the ranking given by McBooststput, P(malware|e)) the analysis of the most
suspicious binaries, a value of the AUC close to 1 (whichésitaximum possible value) is intuitively more
important than the accuracy (whose value is dependent fhera priori class probabilities and from the
detection threshold).

The average time needed for classifying an executable ftubd non-packed by modukewas around
1.06 seconds in average (1.025 sec. for moduénd 0.032 sec. for module), whereas the average time
needed to classify an executable sent to the unpacker wasd#do7 minutes for malware and 5.6 minutes
for benign executables.

The utility of McBoost is intuitive. Suppose we need to azela large set of executables downloaded
by a P2P or welexecutable crawlerin order to collect samples of newdro-day malware. In this case,
once we filter out the known malware using signature-basegddfvare, we expect the dataset will contain
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Threshold | False Positive Rate| Detection Rate
0.912 0 0.6
0.722 0.006 0.791
0.500 0.025 0.810
0.293 0.047 0.831
0.143 0.099 0.931
0.010 0.261 0.991

Table 4: Significant values of the trade-off between false positased detection rate for McBoost.

mostly benign executables and a small fraction of unknowlwara. Also, we expect most of the benign
to be non-packed (in Section 4.1.1 we found that only 1.2%hefdxecutable of a typical Windows XP
home user installation were packed). Given that non-paekedutables can be classified in around 1.06
seconds in average, McBoost allows us to quickly filter oustwd the benign executables because they
will pass from moduleA to moduleC directly, and will receive a lowP(malwarele) (i.e., a low rank).
On the other hand, existing approaches for analyzing eabtag downloaded/collected from the Internet
most likely have to run each unknown executable (e.g., aftiening AV tools, and checking a whitelist)
through an unpacker and/or a program analyzer. As suggbgtedr results above, it takes at least several
minutes to analyze each executable just to determine whiiye is hidden code and if so extract the code.
If we assume that the majority of the executables are nokeguhbenigns, this process is very wasteful
and inefficient. Therefore, McBoost can achieve huge tinvenga when processing a large collection of
executables from the Internet. Without McBoost we woulddigeanalyze all of the binaries (after black-
list/white-list filtering) using expensive analysis teaues, thus increasing the overall cost of the analysis
to the point of infeasibility.

The total processing time for the validation of McBoost gsthe 4,330 executables (3,830 malware
plus 503 benigns, as described above), was about 195 héighglysmore than 8 days). On the other hand,
processing all the 4,330 test samples directly using ouaiyo unpacker (i.e., assuming we do not have
our moduleA classifier) would take about 347 hours (slightly less thaland% days). Therefore, the time
saving due to McBoost was about 43.8%. It is worth notingutfig that our test dataset contained more
malware samples than benigns (88.4% of the executablesmadveare). As mentioned before, by crawling
P2P networks (or the Internet in general) looking for exables may very likely produce (after white- and
black-listing) a dataset containing a small percentageeof malware and a large percentage of non-packed
benigns. In this case we expect the time saving due to McBodsé much higher. For example, if we
collected a dataset that contains about 85% of non-packeidrbexecutables, 2% of packed benign, and
13% of unknown malware (which for the sake of this example ssume all packed), we expect the time
saving due to McBoost to be around 86.6%.

5 Limitations and Future Work

There are some limitations to McBoost. The first limitatisnin the fact that McBoost relies in part on
the results of the dynamic-analysis-based unpacker. Asradvd executable packing tools may implement
sophisticated emulator and virtual machine detectors #]unpacker may not be able to extract the hidden
code from the executables packed using such sophistieatadiues. Therefore, the last classification step
(moduleC) may not be utilized and, if this is the case, McBoost can saly that the executable is (likely)
“heavily” packed (see Section 3). This problem may be sohseinplementing the unpacker so that it will
recognize any attempt to detect the emulated or virtual maadnvironment, anlie back to the executable
that is checking for their presence. Our unpacker implemgoiine of this countermeasures in a way similar
to Renovo [11]. Improvements to the anti-evasion techrigefeour dynamic unpacker will be the subject
of future work.
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Some executable packing tools, for example Themtdat p: / / ww. or eans. coni t heni da.
php), are able to transform blocks of the original executabldecmto a proprietary byte-code version that
runs in a virtual machine environment internal to the packeecutable. In this case, even if the unpacker
was able to extract the hidden code, this hidden code walyilbe a proprietary byte-code representation
of the original code. Therefore, it is difficult for modu@? (the classifier responsible for distinguishing
between malware vs. benign hidden code) to make a correidiaiec A possible countermeasure would
be to “force” the classifie€2 to learn to detect such byte-code as malicious (by givingitable samples
during the training phase). As a consequence, any exeeufatallware or benign) packed with Themida,
for example, will undergo detailed (possibly manual) asilyBecause most of the benign are non-packed,
and (we suspect) the percentage of packed benign actuakegavith Themida (or similar sophisticated
packers) is likely low, McBoost may generate few false pessit, but it will avoid a possibly large number
of false negatives.

Another limitation comes from the fact that a malware writeay try to evade detection by McBoost.
For example, in case of the heuristics-based classifierSseton 3.1.1), an attacker may try to evade it by
packing a malware executable with a modified packing toothis case the attacker may be able to easily
control things like the number of standard and non-standadtion names, the entries in the IAT, where
the hidden code is stored, etc. Also, the attacker may tryddify the entropy of the header, code, and
data sections, and of the entire file, in order to decreasevhkie and make the PE executable look like
non-packed. For example, in case of the code section, thekattmay inject a certain amount of “normal
looking” junk code in order to decrease the entropy of theéisec Similarly, the attacker may inject junk
data into the data sections to try and decrease their enffd@se technigues may also be used to evade the
n-gram based classifiers (see Section 3.1.2).

However, there are parts of an executable/malware that mapermodified so easily. For example,
the presence of a Readable/Writable/Executable sectignbmaecessary for the unpacking procedure to
work properly (see Section 3.1.1). Also, it is not clear howcim junk code (or data) the attacker needs
to add in order to evade multiple entropy amdjram based classifiers at the same time. Adding too much
junk code (or data) to the packed executable may cause itoiw gignificantly in size, thus making the
propagation of the malware slower, or raising the suspicifran intrusion detection system. Furthermore,
it may be possible to implement effective countermeaswursescth evasion attempts. For example, instead of
computing the entropy on an entire section (or file), we cgpld it in a random number of blocks, each one
starting at a random offset, and measure the maximum blac&mn instead of the average entropy. This
way, the blocks that “cover” (portions of) the hidden/eqted code will still cause the entropy used for
classification to have a high value. This technique may beadspted and used for tlegram classifiers
(see Section 3.1.2). In this case the attacker would needessgmultiple locations where the entropy and
the most informative:-grams will be measured and try to add junk code or data iretgasssed locations,
or try to interleave the junk code and data with the unpackingine and the hidden code. We believe such
kind of attacks are hard to devise.

Analogous attack scenarios and countermeasures have bmsosed in [9, 8, 31] in the context of
payload-based anomaly detection. In [8], Fogla et al. prteska formal framework for constructing poly-
morphic blending attacks (PBA). PBA are mimicry attackd thansform the payload of attack packets in
order to match the distribution ef-grams (and possibly other features) in normal traffic, e/hilaintaining
the ability to exploit the targeted vulnerability. Foglaat[9, 8] formally proved that such kind of attacks are
NP-complete in the general case, and showed experimettialiyt may be possible to find approximate so-
lutions that effectively evade PAYL [30]. In order to copelviPBA, Wang et al. proposed ANAGRAM [31]
and introduced the concept @ndomized:-gram modelswhich raise the bar with respect to mimicry at-
tacks against payload-based anomaly detectors basedjmam analysis. These studies are very relevant to
our work on possible evasion techniques against McBoosttendorresponding countermeasures.

The evaluation of the effectiveness of the attacks and eomn@asures we discussed will be the subject
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of our future work.

6 Conclusion

We presented McBoost, a fast statistical malware detettiohintended to improve the scalability of ex-
isting malware collection and analysis techniques. Weudised how McBoost can be used in case when a
large collection of binaries that contains both unknowrrdzsay) malware and benign executables needs
to be analyzed in order to quickly filter out most of the benagmd prioritize further detailed analysis of
the remaining suspicious binaries. For example, McBoost Ibeaused for the analysis of binaries down-
loaded through a P2P (or webxecutable crawlesearching for previously unknowizdro-day malware
from which to extract a detection signature. In this caserdiitering known malware using existing Av-
software, we expect the collected set of executables wiitain mostly benign applications and a small
fraction of unknown malware. We showed that our system ig #bliclassify most benign executables in
around 1.06 seconds per binary, and that it provides a fastaviter out benign executables and prioritize
the analysis of the most suspicious binaries. This allowsgnificantly reduce the workload of tools
(and humans) that perform detailed binary analysis.

We evaluated the accuracy and performance of the individiaalules in McBoost as well as the system
as a whole. The results showed that McBoost has an overaflifitation accuracy of 83.4% and an AUC
equal to 0.973. In addition, the running time of McBoost om st data shows a significant time saving
(e.g., 86.6%) over existing analysis approaches.
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